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Unit 3

10T Protocols

1. MQTT

MQTT is a widely adopted security protocol in the realm of IoT security. MQTT, which
stands for message queuing telemetry transport, is a client-server communication messaging
transport protocol. It operates over TCP/IP or other protocols that offer reliable, lossless, and
bidirectional connections.

Features of MQTT:

MQTT is a lightweight and straightforward protocol that facilitates rapid and efficient data
transmission.It is specifically designed for use with constrained devices and networks that have
low bandwidth, high latency, or unreliability.

The protocol’s minimal use of data packets' results in reduced network usage, while its
optimal power consumption helps to conserve the battery life of connected devices, making it an
ideal choice for mobile phones and wearables.

MQTT is based on messaging techniques, which ensures fast and reliable communication.
As such, it is well-suited for use in IoT applications.

Where is it used?

The security of MQTT is structured into distinct layers, namely the network, transport, and
application levels, each of which serves to thwart a particular form of attack. Given that MQTT
is a protocol that is lightweight in nature, it incorporates only a limited number of security
mechanisms. To bolster security, MQTT implementations frequently leverage other security

1 A data packet is a unit of data made into a single package that travels along a given network path. Data packets are used in

internet protocol (IP) transmissions for data that navigates the Web, and in other kinds of networks.
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standards such as SSL'/TLS? for transport encryption, VPN at the network level to ensure a
physically secure network, and the use of username/password. In addition, a client identifier is

transmitted with data packets to authenticate devices at the application level.

2. CoAP

The constraint application protocol (CoAP) is a Web transfer protocol that has been
specifically designed to cater to the requirements of constrained devices, such as microcontrollers,
and the low power or lossy networks that they operate on. It is widely recognized as one of the
most popular protocols for securing lIoT applications.

Features of CoAP:

Like HTTP, it is founded on the REST architecture.

Clients utilize methods such as GET, PUT, POST, and DELETE to access resources
provided by servers through URLs.

CoAP is specifically engineered to operate on microcontrollers. It is an ideal protocol for
the internet of things, which necessitates millions of low-cost nodes.

CoAP is resource-efficient, which requires minimal resources on both the device and the
network. It employs UDP on IP instead of a complex transport stack.

Where is it used?

The CoAP utilizes the UDP for information transportation and consequently depends on the
security aspects of UDP to safeguard the information. CoAP employs datagram transport layer
security (DTLS) over UDP for enhanced security.

CoAP has been developed with a straightforward and user-friendly interface that seamlessly
integrates with HTTP for Web integration. It also offers features such as multicast support and

low overhead concerns, thereby contributing to the security of the Internet of Things.

3. DTLS

The datagram transport layer security (DTLS) protocol is a security measure specifically
developed for IoT to safeguard data communication between applications that rely on datagrams.
DTLS is built on the foundation of the transport layer security (TLS) protocol and it offers an
equivalent level of security.

The primary aim of DTLS is to address challenges such as data loss and reordering by
making minor modifications to TLS. The DTLS protocol preserves the semantics of the
underlying transport layer, thereby avoiding any delays caused by associated stream protocols.
However, the application must handle issues such as datagram loss, packet reordering, and data

exceeding the size of a datagram network packet.

1 Secure sockets layer (SSL) is a security protocol that provides privacy, authentication, and integrity to Internet
communications. SSL eventually evolved into transport layer security (TLS).

2 Transport layer security (TLS) is the most widely used security protocol for communications over the Internet. TLS provides
three main functions: authentication, encryption, and verification. It encrypts transmissions using a system of certificates and keys,

verifies both network entities are authorized to transmit/receive data, and ensures the data hasn’t been corrupted.
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Features of DTLS:

DTLS employs a retransmission timer to address the challenge of packet loss.

In the event that the timer expires prior to the client receiving the confirmation message
from the server, the client will retransmit the data. To mitigate the issue of reordering, each
message is assigned a unique sequence number, enabling the determination of whether the
subsequent message received is in sequence or not. If it is out of sequence, it is placed in a queue
and processed when the sequence number is attained.

Where is it used?

DTLS is commonly used in various applications, including live video feeds, video
streaming, gaming, VolP, and instant messaging. This protocol is particularly suitable for

scenarios where low latency is of greater significance than data loss.

4. 6LoWPAN

The 6LoWPAN protocol, which stands for IPv6 over low power wireless personal area
networks, is specifically designed for low-power networks such as wireless sensor networks and
[oT systems.

Features of 6LoWPAN:

6LoWPAN is a protocol utilized for transmitting data packets in the form of [Pv6 across
diverse networks.It offers end-to-end IPv6 connectivity, thereby enabling direct access to a broad
range of networks, including the Internet. Additionally, 6LoWPAN is employed to safeguard
communications between end-users and sensor networks.

To ensure security in the IoT, 6LoWPAN utilizes AES-128 link layer security, as defined in
IEEE 802.15.4. Link authentication and encryption are utilized to provide security, and further
security is provided to transport layer security mechanisms that operate over TCP.

Where is it used?

6LoWPAN is a pivotal technology in various domains such as smart home automation,

industrial monitoring, smart grids, and general automation.

5. ZigBee

ZigBee is widely regarded as a cutting-edge protocol that offers robust security for IoT
devices and applications. This technology facilitates seamless machine-to-machine
communication over distances ranging from 10 to 100 meters, making it ideal for low-powered
embedded devices such as radio systems. Additionally, ZigBee is an open-source wireless
technology that is both cost-effective and highly efficient.

Features of ZigBee:

ZigBee offers standardization across all layers, promoting compatibility among products
from various manufacturers.Its mesh architecture facilitates connectivity with nearby devices,
thereby expanding the network and enhancing its flexibility.

The implementation of “Green Power” by ZigBee results in reduced energy consumption
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and cost. Additionally, ZigBee supports a high number of devices, approximately 6550,
contributing to the scalability of networks.

Where is it used?

ZigBee is mainly used in home automation, medical data collection, industrial control
systems, meter reading system, light control system, commercial, government markets

worldwide, home networking, etc.

6. AMQP

AMPQ is a highly efficient, portable, and multichannel messaging protocol that prioritizes
security. The protocol offers authentication and encryption through SASL' or TLS, which rely
on a transport protocol like TCP.

Features of AMQP:

The AMQP protocol is developed with the aim of facilitating communication between a
diverse range of applications and systems, regardless of their internal architecture. This has
resulted in the standardization of business communications on an industrial scale.

Where is it used?

The protocol is utilized in client/server communication as well as in the management of IoT
devices. AMPQ boasts of its efficiency, portability, multichannel capabilities, and security

features.

7. DDS

DDS is a publish-subscribe protocol that differs from MQTT in that it does not require a
server connection. Instead, DDS utilizes a brokerless architecture, resulting in a high-speed and
high-performance protocol that is not reliant on any intermediary system. Developed by the
object management group (OMG), DDS is specifically designed for device-to-device
communications.

Features of DDS:

The DDS technology facilitates the creation of open architecture systems that are modular
and loosely coupled.

It achieves this by enabling well-defined interfaces between subsystems and components,
thereby eliminating the closed and proprietary architecture.

This approach reduces the costs associated with integration, maintenance, and upgrades,
while promoting competition and ease of reuse at the middleware and subsystem levels.

Moreover, DDS standardizes messaging semantics, which enhances the system’s robustness
and reduces the overall development and integration costs.

Where is it used?

1 Simple authentication and security layer (SASL) is a framework for authentication and data security in Internet protocols. It
decouples authentication mechanisms from application protocols, in theory allowing any authentication mechanism supported by SASL

to be used in any application protocol that uses SASL.
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DDS caters to the real-time data exchange requirements of various applications in the
aerospace, defense, air-traffic control, autonomous vehicles, medical devices, robotics, simulation

and testing, smart grid management, transportation systems, and other related domains.

New Words

adopt [e'dopt] vt. KA, KRE

realm [relm] n. 4, JLHE

operate ['operett] BT B1E

reliable [r1'la1abl] adj. TEw; A EHN

lossless ['lbslas] adj. TH#HH; LA

feature ['fistf o] n. AHAE, 45K

lightweight [lartwert] adj. &

straightforward [stre1t'fo:wad] adj. MA#HY

facilitate [fo's1litert] vt R ERZ; B

bandwidth ['beendwido] n.

latency [lertensi] n. #€iR

unreliability [.Anrilara'bilati] n. FeatE, FHEE

wearable ['wearabl] adj. FF AW, TR

transport ['treenspo:t] vt. %, 5%

attack [o'tek] v.&n. B, #I

incorporate [1n'ko:parert] vi. &9 RA

bolster ['baulsta] vt X, T #

username [ju:zenerm] n. f#F4

password ['pa:swa:d] n. B, 04

client ['klarent] n. gZp, &P

identifier [ar'dentifa1a] n. R4

authenticate [0:'0entikert] vt. 35

recognize ['rekagnaiz] vt. RA 5 AR

safeguard ['serfga:d] n.&vt. ki, HRI; B

enhance [1n'ha:ns] vt. iR, i, BE

seamlessly ['sizmlasli] adv. T4 H

integrate ['Intigrett] v. B, AIF; A —1&

equivalent [1'kwivalent] adj. HHZEHy, MY, E0; SN
n. X&)

modification [imodifi'ker[n] n %, BE, TE

delay [dr'ler] n. #EiR

stream [strizm] n. it

timer ['tarma] n. EB &, T g



confirmation [konfa'me1[n]
determination [dit3:mi'ner[n]
subsequent ['sAbsikwaont]
attain [e'tein]
wireless ['waialas]
end-to-end [endtuiend]
pivotal ['prvetl]
general ['d3enral]
cutting-edge ['katig 'ed3]
robust [rau'bast]
radio ['rerdiau]

open-source

standardization [steendadar'ze1[ n]
portable ['po:tabl]
multichannel ['mAltitf enl]
brokerless ['braukales]
intermediary [inta'mi:diori]
subsystem ['sAb'sistom]
simulation [stmju'lerf n]
robotic [reu'bptik]
Phrases

['eupan so:s]

bidirectional connection
data transmission
constrained device

data packet

power consumption

be structured into
security mechanism
application level
low-cost node
user-friendly interface
unique sequence number
instant messaging

be suitable for ...

link layer

industrial monitoring

smart grid

n. #ik; ESL

n. #E

adj. Jakty; FER

vi. kiF; K E

adj. T4

adj. 3% 2| 3% 0y

adj. K4, FAH

adj. #FHy, Lk

adj. w7

adj. #AEey; REm, 40
n. T4

adj. JTIRMy, REREFH
n. AR AT

adj. HEH; FRE

adj. Z##; ZEK; ZHEN
adj. R H

adj. 4]ty

n. FR4%, 7%

n. =M

adj. MLEBAR; BEHH

1w 7

BAE L
ZREE, TRKRE
B

REMA; HEE
WAL, Bl
AL

B &

AT &

B PR R T

e —F 5
BretdfE (R%), HefE &4
ﬁé\ﬁ/ﬂ

=

Tl o

2 Gk

Unit 3 I 45



46 I BRI B B ZAZ (B 2 AR

be regarded as WINA

industrial control system Tk #E% R4
home networking KEEFH
client/server communication P om/ A B A
open architecture system TR R R4
air-traffic control 7 o 5
autonomous vehicle B 305 3 A
medical device BT & &
transportation system TR G

Abbreviations

MQTT (Message Queuing Telemetry Transport) H R BAF E N
TCP/IP (Transmission Control Protocol/Internet Protocol) £ #ir 45 | ¥ 3/ ¥ Fr T 3
SSL (Secure Socket Layer) ZhAEHETE

TLS (Transport Layer Security) e B2 2

VNN (Virtual Native Network) RN E R

CoAP (Constraint Application Protocol) % 3K R AR JF #X
HTTP (Hypertext Transfer Protocol) #E AR B X

REST (Representational State Transfer) HARMERASHEY

DTLS (Datagram Transport Layer Security) BRI E L2

VoIP (Voice over Internet Protocol) T HK P AL

6LoWPAN (IPv6 over Low Power Wireless Personal Area 1530 % & 24 A K 38, ] Yy
Networks) IPv6

IEEE (Institute of Electrical and Electronics Engineers) HAHRFIREMES
AMQP (Advanced Message Queuing Protocol) B OH B A
SASL (Simple Authentication and Security Layer) HE YRR YL E
DDS (Data Distribution Service) B A KA

OMG (Object Management Group) R EIEA

Analysis of Difficult Sentences

[1] MQTT, which stands for message queuing telemetry transport, is a client-server
communication messaging transport protocol.

A4)H, which stands for message queuing telemetry transport s&— > 3F FR 7 114 72 1 M A),
X MQTT #EATH 78 UL

[2] The security of MQTT is structured into distinct layers, namely the network, transport,
and application levels, each of which serves to thwart a particular form of attack.

AHJH, namely the network, transport, and application levels %I distinct layers 47 #h 78
Uil . each of which serves to thwart a particular form of attack +&— M EFR @ P iE M A), 1
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%} distinct layers #E47T #7845

Yeifirh, 441/ 4R +of+which / whom R LA | — MR PR 1k TE A ).

Peter bough several books, five of which were on management.

BEESET — 845, o 5 AR A HLT I .

I bought a new mobile phone online last week, the price of which was very reasonable.

H EFAER BT — OB AL, AR AR A .

Our manager has a lot of friends, some of whom are very famous businessmen.

WAV Z WA, Hrh R B H L MR A AL,

[3] The constraint application protocol (CoAP) is a Web transfer protocol that has been
specifically designed to cater to the requirements of constrained devices, such as microcontrollers,
and the low power or lossy networks that they operate on.

A4)H1, that has been specifically designed to cater to the requirements of constrained
devices, such as microcontrollers, and the low power or lossy networks that they operate on & —
A EENA], B E a Web transfer protocol. 7EiZMAJH, such as microcontrollers /&
X} constrained devices M2 15 BH . that they operate on &A™ W M A, BAHFIFE E the low
power or lossy networks.

[4] The datagram transport layer security (DTLS) protocol is a security measure specifically
developed for the IoT to safeguard data communication between applications that rely on
datagrams.

A A, specifically developed for IoT to safeguard data communication between
applications that rely on datagrams J&—~id L0 A %005, fEei, BIHANRE a security

measure. to safeguard data communication between applications that rely on datagrams »&—>

hiaAe Xk, AFHRPIRTE, &M developed.

[5] DDS is a publish-subscribe protocol that differs from MQTT in that it does not require a
server connection.

AHJH, that differs from MQTT in that it does not require a server connection &> i€ 1
MA], EAHFIFR 7E a publish-subscribe protocol. 7E1% M fi)H, in that it does not require a server
connection A& MR BFLARIE WA, B1TETE differs from.

Exercises

[EX.1] Answer the following questions according to the text.
1. What does MQTT stand for? What is it?

. What is MQTT specifically designed for?

. What is CoAP widely recognized as?

. What is the datagram transport layer security (DTLS) protocol?
. Where is DTLS commonly used?

. What is the 6LOWPAN protocol specifically designed for?

. What is ZigBee widely regarded as?

~N SN AW
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8. Where is ZigBee used?
9. What is the aim that the AMQP protocol is developed with?

1

[

[

AN N AW

[C BN

0. What does the DDS technology facilitate?

EX.2] Translate the following terms or phrases from English into Chinese and vice versa.
1. attack 1.

bandwidth

client

delay

enhance

feature

identifier

lossless

© ® =N vk v
© ©® =N vk v

multichannel

—_
e
—_
e

application level
RYQEIBLE S
il

e

B HEHLM

15, n. B 15.

[a—
[a—
[a—
[a—

—
0
—_
0

—_
98]
[
98]

—_
b
—_
b

EX.31 Translate the following sentences into Chinese.

. Over time, the technology is diffused and adopted by other countries.

. In the event of the machine not operating correctly, an error code will appear.
. They need a reliable method to decrease the failure rate.

. This model embodies many new features.

. How to reduce the consumption of network bandwidth is a hot point in P2P network research.

. It’s no wonder that new applications for the IoT are moving ahead fast when almost every new

device we buy has a plug on the end of it or a wireless connection to the internet.

. He conceived of the first truly portable computer in 1968.

. Most smart home technology and devices are wireless.

9. Power management is one of the most important keys for lower power design of wearable

computing system.

10. Each computer on a network must have a unique identifier.
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[EX.4] Complete the following passage with appropriate words in the box.

transmitter switch installed receive plugged

standardize convey entertainment smart coded

A smart home or building is a home or building, usually a new one, that is equipped with
special structured wiring to enable occupants to remotely control or program an array of
automated home electronic devices by entering a single command. For example, a homeowner
on vacation can use a Touchtone phone to arm a home security system, control temperature
gauges, 1 appliances on or off, control lighting, program a home theater or entertainment
system, and perform many other tasks.

The field of home automation is expanding rapidly as electronic technologies converge. The
home network encompasses communications, 2, security, convenience, and information
systems.

A technology known as powerline carrier systems (PCS) is used to send 3 signals
along a home’s existing electric wiring to programmable switches, or outlets. These signals __ 4
commands that correspond to “addresses” or locations of specific devices, and that control how
and when those devices operate. A PCS 5 , for instance, can send a signal along a home’s
wiring, and a receiver plugged into any electric outlet in the home could 6 that signal
and operate the appliance to which it is attached.

One common protocol for PCS is known as X10, a signaling technique for remotely
controlling any device 7 into an electrical power line. X10 signals, which involve short
radio frequency (RF) bursts that represent digital information, enable communication between
transmitters and receivers.

In Europe, technology to equip homes with 8 devices centers on development of
the European Installation Bus, or Instabus. This embedded control protocol for digital
communication between smart devices consists of a two-wire bus line that is 9 along
with normal electrical wiring. The Instabus line links all appliances to a decentralized
communication system and functions like a telephone line over which appliances can be
controlled. The European Installation Bus Association is part of Konnex, an association that aims

to 10 home and building networks in Europe.

[EX.5] Translate the following passage into Chinese.
What Is a “Smart House?

A smart house is a house that has highly advanced automatic systems for lighting,
temperature control, multi-media, security, window and door operations, and many other
functions.

A smart home appears “intelligent” because its computer systems can monitor so many

aspects of daily living. For example, the refrigerator may be able to inventory its contents,
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EELT)

=371

suggest menus, recommend healthy alternatives, and order groceries. The smart home systems
might even take care of cleaning the cat’s litter box and watering the plants.

However, smart home technology is real, and it’s becoming increasingly sophisticated.
Coded signals are sent through the home’s wiring to switches and outlets that are programmed to
operate appliances and electronic devices in every part of the house. Home automation can be
especially useful for elderly and disabled persons who wish to live independently.

Text B

loT Sensors

Sensors are devices that respond to inputs from the physical world and then take those
inputs and display them, transmit them for additional processing, or use them in conjunction with
artificial intelligence to make decisions or adjust operating conditions. When applied to the
Industrial IoT, data collected from sensors is used to help business owners and managers make
intelligent decisions about their operations, and help users use the business’ products and
services more efficiently.

As the IoT initiative expands, more and more sensors are going to be used to monitor and
collect data for analysis and processing.

Sensors are designed to respond to specific types of conditions in the physical world, and
then generate a signal (usually electrical) that can represent the magnitude of the condition being
monitored. Those conditions may be light, heat, sound, distance, pressure, or some other more

specific situation, such as the presence or absence of a gas or liquid.

1. Temperature Sensors

Temperature sensors detect the temperature of the air or a physical object and convert that
temperature level into an electrical signal that can accurately reflect the measured temperature.
These sensors can monitor the temperature of the soil to help with agricultural output or the
temperature of a bearing operating in a critical piece of equipment to sense when it might be

overheating or nearing the point of failure.

2. Pressure Sensors

Pressure sensors measure the pressure or force per unit area applied to the sensor and can
detect things such as atmospheric pressure, the pressure of a stored gas or liquid in a sealed
system such as tank or pressure vessel, or the weight of an object.

3. Motion Sensors
Motion sensors or detectors can sense the movement of a physical object by using any one
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of several technologies, including passive infrared (PIR)', microwave detection, or ultrasonic,
which uses sound to detect objects. These sensors not only can be used in security and intrusion
detection systems, but also can be used to automate the control of doors, sinks, air conditioning

and heating, or other systems.

4. Level Sensors

A level sensor is a device used to determine the liquid level flowing in an open or closed
system. Liquid level measurement can be divided into two types: continuous measurement and
point level measurement. Continuous liquid level sensors are used to accurately measure liquid
levels, but the measurement results are correct. The point level sensor is used to determine
whether the liquid level is high or low. It is designed to indicate whether the liquid has reached a
specific point in the container. For example, a fuel gauge displays the level of fuel in a vehicle’s
tank and provides a continuous level reading. Some automobiles have a light that illuminates
when the fuel level tank is very close to empty, acting as an alarm that warns the driver that fuel

is about to run out completely.

5. Image Sensors

Image sensors function to capture images to be digitally stored for processing. Examples are
license plate readers as well as facial recognition” systems. Automated production lines can use
image sensors to detect issues with quality such as how well a surface is painted after leaving the

spray booth.

6. Proximity Sensors
Proximity sensors can detect whether an object is approaching the sensor through various
technologies.
These technologies include:
e Inductive technologies, which are useful for the detection of metal objects.
e Capacitive technologies, which function on the basis of objects having a different
dielectric constant than that of air.
e Photoelectric technologies, which rely on a beam of light to illuminate and reflect back
from an object, or

e Ultrasonic technologies, which use a sound signal to detect an object nearing the sensor.

7. Water Quality Sensors
The importance of water to human beings on earth is not only for drinking but as a key

ingredient needed in many production processes. So it is necessary to sense and measure water

1 A passive infrared sensor (PIR sensor) is an electronic sensor that measures infrared (IR) light radiating from objects in its
field of view. They are most often used in PIR-based motion detectors. PIR sensors are commonly used in security alarms and
automatic lighting applications.

2 Facial recognition uses technology and biometrics — typically through AI — to identify human faces. It maps facial features

from a photograph or video and then compares the information with a database of known faces to find a match.
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quality parameters. Some examples of what can be sensed and monitored include:
e Chemical presence (such as chlorine levels or fluoride levels).
e Oxygen levels (which may impact the growth of algae and bacteria).
e Electrical conductivity (which can indicate the level of ions present in water).
e PH level (a reflection of the relative acidity or alkalinity of the water).
e Turbidity levels (a measurement of the amount of suspended solids in water).

8. Chemical Sensors

Chemical sensors are designed to detect the presence of specific chemical substances. They
are often used in production process analysis and environmental pollution monitoring. They are
also applied in mineral resources detection, meteorological observation and telemetry, industrial
automation, medical distance diagnosis and real-time monitoring, agricultural fresh preservation

and fish detection, anti-theft, safety alarm and energy saving.

9. Gas Sensors

Related to chemical sensors, gas sensors are tuned to detect the presence of combustible,
toxic, flammable gas in the vicinity of the sensor. Examples of specific gases that can be detected
include:

e Bromine

e Carbon monoxide

e Chlorine

e Chlorine dioxide

e FEthylene

e Ethylene oxide

e Formaldehyde

e Hydrazine(s)

e Hydrogen

e Hydrogen bromide

e Hydrogen chloride

e Hydrogen cyanide

e Hydrogen peroxide

e +Hydrogen sulfide

e Nitric oxide

e Nitrogen dioxide

e Ozone

e Peracetic acid

e Propylene oxide

e Sulfur dioxide
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10. Smoke Sensors
Smoke sensors or detectors pick up the presence of smoke conditions, which could be an
indication of a fire typically, using optical sensors (photoelectric detection) or ionization

detection.

11. Infrared (IR) Sensors

Infrared sensor technologies detect infrared radiation that is emitted by objects. Non-contact
thermometers make use of these types of sensors as a way of measuring the temperature of an
object without having to directly place a probe or sensor on that object. They are used in

analyzing the heat signature of electronics and detecting blood flow or blood pressure in patients.

12. Acceleration Sensors

While motion sensors detect movement of an object, acceleration sensors detect the rate of
change of velocity of an object. According to the different sensitive components of sensors,
common acceleration sensors include capacitive sensors, inductive sensors, strain sensors,

piezoresistive sensors, piezoelectric sensors, etc.

13. Gyroscopic Sensors
Gyroscopic sensors measure the rotation of an object and determine the rate of its
movement called the angular velocity by using a 3-axis system. These sensors enable the

determination of the object’s orientation without having to visibly observe it.

14. Humidity Sensors

Humidity sensors are used to measure and monitor the amount of water present in the
surrounding air. These sensors are widely used in industries such as semiconductor, biomedical,
textiles, food processing, pharmaceuticals, meteorology, microelectronics, agriculture, structural

health monitoring, and environment monitoring.

15. Optical Sensors
Optical sensors respond to light that is reflected from an object and generate a corresponding
electrical signal. These sensors work by either sensing the interruption of a beam of light or its
reflection caused by the presence of the object. Optical sensors include the following types:
e Through-beam sensors (which detect objects by the interruption of a light beam as the
object crosses the path between a transmitter and remote receiver).
e Retro-reflective sensors (which combine transmitter and receiver into a single unit and
use a separate reflective surface to bounce the light back to the device).
e Diffuse reflection sensors (which operate similarly to retro-reflective sensors except that

the object being detected serves as the reflective surface).

New Words

respond [r1'spond] VARG TEIP S



initiative

magnitude
pressure

overheat

ultrasonic

container
alarm
capacitive
illuminate
ingredient
parameter
chlorine
fluoride
algae
bacteria
ion
acidity
alkalinity
combustible

toxic

flammable
vicinity
bromine
formaldehyde
ozone
detector
photoelectric
ionization
radiation
signature
rotation
semiconductor
biomedical
textile
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[1'n1[ at1v]

['maegnrtju:d]

['prefa]
[.euva'hi:t]

[Altra'spnik]

[ken'teina]
[e'la:m]
[ka'paesitiv]
[1'luiminertt]
[1n'gri:diont]
[po'remita]
['klo:riin]
['flo:raid]
['eld3i:]
[bek'tiaria]
['azen]
[o's1dati]
[.elka'linati]
[kem'bAstabl]
['toks1k]

['flemabl]
[ve'smati]
['broumi:n]
[fo:'meldihaid]
['euzaun]
[dr'tekta]
[.feutaur'lektrik]
[.a1onar'zei[n]
[rerdr'e1[n]
['signatf 8]
[rou'ter[n]
[isemikan'dAkta]
[(bareu'medikl]
['teksta1l]

n. Eal; EBM;

B

adj. £hHy; BAH; 6l

n. =4
n. E4; K&

v A () &R

n. It

adj. ME; BEERKE, HEFEHE
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n. A&
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adj. Z Mk, FREY
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B
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pharmaceutical
meteorology
microelectronic

interruption
Phrases

collect data

in conjunction with
Industrial IoT
temperature sensor
electrical signal
pressure sensor
atmospheric pressure
pressure vessel
motion sensor
microwave detection
level sensor

closed system

fuel gauge

image sensor

license plate

facial recognition
proximity sensor
dielectric constant
beam of light
electrical conductivity
turbidity level
suspended solid
chemical sensor

chemical substance

environmental pollution

real-time monitoring
fresh preservation
gas sensor

carbon monoxide
chlorine dioxide
ethylene oxide

hydrogen bromide
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hydrogen cyanide
hydrogen peroxide
hydrogen sulfide
nitric oxide

peracetic acid
propylene oxide
sulfur dioxide

smoke sensor

optical sensor
infrared sensor

blood pressure
acceleration sensor
capacitive sensor
inductive sensor
strain sensor
piezoresistive sensor
piezoelectric sensor
gyroscopic sensor
angular velocity
humidity sensor
environment monitoring
through-beam sensor
retro-reflective sensor
diffuse reflection sensor

reflective surface

Abbreviations

PIR (Passive Infrared)
PH (Pondus Hydrogenii)

Exercises
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[EX.61 Answer the following questions according to the text.

1. What are sensors?

2. What are sensors designed to do?

3. What do pressure sensors do?

4. What can motion sensors or detectors do?

5. What is a level sensor?

6. What are some examples of what can be sensed and monitored by water quality sensors?



7. What are gas sensors tuned to do?
8. What do infrared sensor technologies do?
9. What are humidity sensors used to do?

10. What types do optical sensors include?
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[EX.7]1 Translate the following terms or phrases from English into Chinese and vice versa.

1.

2
3
4
5.
6
7
8
9

10.
11.
12.
13.
14.
15.

[EX.8] Translate the following sentences into Chinese.
. An ultrasonic sensor with a battery is put on the back of the glove.

O 0 3 O i B W N =

detector 1.
interruption 2
real-time monitoring 3
parameter 4
photoelectric 5
semiconductor 6.
acceleration sensor 7
angular velocity 8
capacitive sensor 9
collect data 10.
HUE S 11.
IR, AR 12.
RINZ RS 13.
LLAME IS 14.
JerrtE G, OtBoTtE 15.

. Infrared detectors have many uses.

controller.

. We’ re going to use the money to develop a smaller and lighter ultrasonic sensor.
. The material is stored in a special radiation proof container.

. Open system allows users to modify system parameters and initial parameters.

. Therefore, a various kinds of photoelectric devices have been developed.

. How do we know that the signature is contemporaneous with the document?

. Semiconductor devices can perform a variety of control functions in electronic equipment.

. This paper proposes the method in high-level design of an embedded system interruption

10. The simulation results show validity of presented method for compensating the rotation

motion.
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Reading Material

10T Devices

1. What Are loT Devices, Anyway?

An IoT device is any piece of physical hardware (a “thing,” if you will) that’s programmed

to transmit data over the internet or other networks. IoT technology is often integrated with

physical objects, like sensors and appliances. It can also be embedded directly into hardware

such as industrial equipment, mobile devices, and other IoT devices.

IoT devices collect data from their environment — things like temperature, heart ratel,

etc.— and exchange that information with other devices and systems in an ecosystem. An IoT-

enabled thermostat can detect the room temperature and adjust the heating or air conditioning

appropriately, for example. As such, IoT devices create a new dimension” of interactions

between people and the everyday objects that make up their environment.

2. Three Key Capabilities of IOT Devices

e Sensing — the device has sensors that detect events, changes and conditions in the

physical environment like temperature, motion, pressure, location, etc.

Connectivity — the device can connect to and exchange data over wired or wireless
networks. This may be via WiFi, Bluetooth, cellular, satellite or other communication
protocols.

Data exchange — the device can send sensor data over networks and in some cases also

receive data and commands to actuators that can control mechanisms and systems.

3. The Core Components of an loT Device

devices.

e Sensors and actuators — sensors and actuators detect events and conditions and enable

responses. Sensors convert physical properties into electrical signals®. Actuators convert
electrical signals into physical actions.

Processors — processors execute code that processes sensor data and controls actuators.
They range from basic microcontrollers to advanced microprocessors and systems-on-
chip*.

Communication hardware — communication hardware is connected to wired and wireless
networks. It include chips, antennas, ports, etc.

Software — the device has firmware and applications to manage device operation, data
exchange protocols, process data and enable communication.

Operating system — some devices have compact real-time operating systems suited for [oT

L S

heart rate: 2%
dimension [dar'men[n] n. )%
electrical signal: 155

systems-on-chip: F# &%, F L&R4%
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e Security features — the device has hardware and software to secure device communications
and data transmissions.
e Power supply — the device has battery, power harvesting or AC power connection.
IoT devices take input from the physical world through sensors, process it and transmit it
over networks. The connectivity allows them to exchange data with applications, services, other

devices and users to enable useful functions.

4. How Do loT Devices Work?

The basic function of any IoT device, regardless of the context or application, can be boiled
down to' one fundamental goal: to collect data and share it across a network. Here’s how that
works.

IoT devices are connected to a network.In this way, they can communicate and interact with
each other without actually establishing a physical connection. The network they communicate
with may include cellular, satellite, WiFi, Bluetooth, low power wide area networks (LPWAN)z,
or an ethernet cable. The most popular networks used, however, are WiFi and Bluetooth. Some
devices are accessible directly over the public internet, but the majority are integrated over a
local private network for security purposes.

Data is collected by the devices and sent over the network to an IoT gateway or other edge
device for centralized data storage. Depending on the application, that might look like reading air
quality from a pollution sensor or recording a live video for a smart security system, for
example.

Next, the data is analyzed locally on the centralized device, or sent to the cloud for
processing. At this point, the centralized device can synchronize the behavior of the other edge
devices in the network, or orchestrate’ complex actions like making decisions based on what’s
happening to the system as a whole. An example of this is turning on all of the lights outside
when motion is detected from a single sensor, or calling emergency services when an edge
device sends a specific signal.

Finally, the data is made available to the end user in a way that’s easily understood (if the
interface is designed well). That could look like receiving live video feeds directly to your phone
from a remote monitoring camera, or getting a text alert when temperatures get too high in a

certain area.

5. The Benefits of loT Devices
IoT devices are designed to make life easier and to make processes more intelligent. The
benefits of integrating loT devices into your business are many, including:

e Automation and control over otherwise manual data collection and processes.

1 beboiled down to: 45N
2 low power wide area networks: fIGIIFE) 1k ™
3 orchestrate ['o:kistrert] vt. P





