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350, R4 B Instructions (B 7515 B i A 20 BR T ek TE A IX el ik 5 (8 R AT A 2

QM e [@®[ e
cbms - (@ mE B s Earmiie O nEan [ astEasE [ gunsskes

||, Microsoft. .
¥ Baseline Security Analyzer

File System

Issue
If you are running the FAT file system, which is not a secured file system, you should consider con

Secured file systems, such as NTFS, are a key component of security, because they restrict user ad
allowed (for example, read or medify). NTFS protects your data by preventing unwanted user acceq

Note
* You need to manually secure your files by using accese control lists (ACLs). To do this, right-clicl

the file.
Solution

Convert your system from FAT to NTFS. For more information, view the documentation below on us]

Additional Information
Choosing between NTFS, FAT, and FAT32
How to Restore the Default NTFS Permissions for Windows 2000

B©2002-2007 Microsoft Corporation. All rights reserved.

K 3-2-4  $RER

&) Az GitHL.

I T B A 49— B TH AL DR A0 S s U R 0 G T B I 4% b g — A J
5 TP Hihk Be . & 0 TAR IR 5“4 — S 1 H LA A L BY DL 4 e T 5 B0 R 35 A, X 48 28
SR CE TP Mokt B b i I AT 5L — BEAT 4 4L Al 3-2-5 TR

EE: MBSA Rt M4 F %% 7T Windows NT 4.0/2000/XP/2003 #:4F % %89
WAL W R AR 4 Windows 9X/Me % %8931 LA,

ISR NEOECT (Y S/

—. By MBSA £ % 0§ AY Scan more than one computer (&% Pick multiple
computer to scan) g B Y Pick multiple computer to scan fiFHE .

FE X TEAE T B B AT N B ERA 1R . (B T U sE R — & 1AL (Scan
a computer) "I EEAI YR . i A Security report name 1l Options Abfi{)% & 7] DA S BEEAE .

AN TR 2 A R X 57T . H B AR Domain name SCASHE H g A EE 4 1 1
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@ Nicrosoft Baseline Security Analyrer 2.1

Microsoft

% Baseline Security Analyzer

Which computers do you want to scan? I~

Enter the domain name or the range of IP addresses of the computers.

Domain name: 'ﬁ
IP address range:  EC O FEEa ) EC ¢ 57 [0l &
Security report name: [0 e )

D% = domain, %C% = computer, %T% = date and time, %IP% = IP address
Options:

¥ Check for Windows administrative vulnerabilities

¥ check for weak passwords

[¥ Check for 115 administrative vuinerabilties

¥ Check for 501 administrative vulnerabilities

[V Check for security updates
O Configure computers for Microsoft Update and scanning prerequisites
[T Advanced Update Services gptions:

@ scan using assigned Windows Server Update Services(WSUS) servers only
@ sean using Microsoft Update only

@hnﬂw wersion of MBSA is avallable! Click here to go to the download page

LB

StartScan | Cancel |

3-2-5 iz iR

B # R BUAE TP address range SCACHE Hdi A 22 4% 49 #4 19 TP bl 36 1, 5L AE iE MBSA
AR (5 TP Mokt B 5 i e 3L

EE: RGP a8 69 B A it Fopug 0 R A4F 2 F AR F, MBSA A8 451k #%
Options & # % B — AR A="H 1285 & 3 L,

% BB A ISR i Start Scan e LB 5 Y Scanning X IEAE , 411 1&] 3-2-6

ffMicrosoft Baseline Security Analyzer 2.1

—~—r— Microsoft

% Baseline Security Analyzer

Scanning...

Started scanning 1of 11

Completed scanning 1 of 11

Critical scanning problems found: 1

& 3-2-6 LR




T s MBSA B O 43 48 380 (s TP Mokl BO B9 4 G 3L, 58 043 1 B 75 22 (1 1t R) 5
B 0T BB A B R A G

=0 5URM -SRI RE AR B HR S S DR 31 Unable to scan all
computers X EHE . 7E X E AE AL 51046 B A A R S AL 44 (Bl TP M bk KR
P 40 R W i S DR AT Pl A TsT 3-2-7 .

G Microseft Baseline Security Analyzer 2.1

"“_“l'

| Microsoft

Unable to scan all computers

% Baseline Security Analyzer

10.0.197.19

10.0.197.15

10.0.197.12
10.0,197.13
10.0.197.21
10.0.197.11
10.0.197.17
10.0.197.20
10.0.197.14

: Could not resolve the computer name:
10.0.1597.4 : Could not resolve the computer name: .
: Could not resolve the computer name:
10.0.197.5 : Could not resolve the computer name: ,
Could not resolve the computer name:
Could not resalve the computer name:
Could not resolve the computer name:
Could not resolve the computer name:
Could not resolve the computer name:
Could not resolve the computer name:
Could not resolve the computer name:
10.0.197.2 : Could not resolve the computer name: ,
10.0.197.16 :
10.0,197.23;
10.0.197.22;
10.0.197.43 ;
10.0.197.25:
10.0.197.46 :
10.0.197.26 :
10.0.197.27 :
10.0.197.35:
10.0.197.48 :
10.0.197.28 ;
NN 197 34

Could not resolve the computer name
Could not resolve the computer name:
Could not resolve the computer name:
Logon failure: unknown user name or
Could not resolve the computer name:
Logon failure: unknown user name or

Could not resolve the computer name: .
Could not resolve the computer name: ,
Could not resolve the computer name: .
Could not resolve the computer name: .
Could not resolve the computer name: .
Couild nnt resahie the rommter name:

Pick a security report to view

10.0.197.3 : Logon failure: unknown user name or bad password.

10.0.197.7 : Logon failure: unknown user name or bad password.

10,0.187.18 : Logon failure: unknown user name or bad password,

VWORKGROUPYADMIN-PC {10.0.197,8) User is not an administrator on the scanned machine,
VWORKGROUP'PC-201304161BHH (10,0, 197.24) User is not an adminisirator on the scanned machine,

10.,0,197.9 : Could not resolve the computer name: . Please spedfy computer name, domain\computer, or an IF address.
10.0.197.6 : Could not resolve the computer name: . Please spedify computer name, domain\computer, or an IP address.
10.,0.187.10 : Could not resalve the computer name: . Please spedify computer name, domain'\computer, or an IP address.

Please spedify computer name, domain\computer, or an IP address.

Please specify computer name, domain\computer, or an TP address.

Please specify compter name, domain\computer, or an TP address.

: . Please specify computer name, domain'\computer, or an P address.
;. Please spedfy computer name, domain'computer, or an IP address,
;. Please spedfy computer name, domain\computer, or an IP address,

bad password.

: . Please spedfy computer name, domain\computer, or an IP address.

bad password.

Blazss cnacify ramniter namednmainlmnmnuter ar 20 10 addrece

. Please spedify computer name, domain\computer, or an IP address.
. Please specify computer name, domain'computer, or an TP address.

. Please spedify computer name, domain'computer, or an IP address.
. Please spedify computer name, domain\computer, or an IP address,
. Please specify computer name, domain'computer, or an IP address,
. Please spedify computer name, domain'\computer, or an IP address.
. Please spedify computer name, domain'\computer, or an IP address.
. Pleaze spedify computer name, domain\computer, or an IP address.
. Please spedify computer name, domain\computer, or an IP address.

Please specify computer name, domain\computer, or an IP address.
Please spedfy computer name, domain'computer, or an IP address,
Please spedfy computer name, domainlcomputer, or an IP address.
Please spedfy computer name, domainlcomputer, or an IP address.
Please specify computer name, domain'computer, or an IP address,

& 3-2-7

HH B L T LA BE B A

e User is not an administrator on the scanned machine. : g AT AV A B R
BHAR

THREMLECE PR T AL B TR SR B
e This is not a Windows NT/2000/XP/2003 Server or Workstation. : #4331+
HHLAJE Windows NT 4.0/2000/XP/2003 R4t

T X R 0 H I PR 4T A T LA % Windows NT 4. 0/2000/XP/
2003 FAERGE, T REL % T Windows 9X/Me R 40, ok %% T 4E Windows #1E R 40, 4N
Linux 4§ ; 808 BT AR A g A J2 1T 5001 . AT Be 2 oAt 190 26 150 4 % ol 2 55
S0 . 7 Unable to scan all computers X iE#H B IKHR L S B A I FRBRZ —, L

I HEAT T — R AE,
« # 7R Continue 38 . SEBIMK AR P A — G IF AL . it i

J KR 5] ) MBSA 9 381 1,

o A B8 Pick a security report to view S8 L RHEE P ELE — 51BN
I 5E A 8 0T AR T Ay o B SR LS B 5% 1 Pick a security report

to view X E . M, MBSA ¥ 5 7R Bt A7 49 58 58 20 i TSR HL Y 2 4 i iy, p e 4

100 B Ay R I 32 2% A DL Administrator B9 T 5U& S HEE/E MBSA [
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EHEHEMNE.,

VLA BEEEIEIE R I T EALUE JL & MBSA #BR 2 A4 il 2 A PE Y e 4 i 4 i
SN — B TR S A B e

AL B AR EMRE.

By MBSA £ % 0 A A9 Pick a security report to view (8§ View existing security
reports) 3E L B 5 HY Pick a security report to view & 0, fEME O, MBSA ¥4 i E
AT 22 W (38 2 i 4 A U H AR5 20 W 2 i 44 T A R
TR 2 1A 3-2-8 PR

Pick a security repart to view
Sentamby iepaorts g lowcabed i1 D Diomurety el St M WIS ecnniyS e
[T e yr—— =

0wkt
L Pack & comgsier 80 swar

3 Fack mulliphe computs i stam
[0 Pk & tcoiiy et 5 <
(m ]

WREGRCUFDMD NATEA XY Semsfik  J00E11-24 TROD

S by
T Hicnauat Eavwine Sacunty
furastepes Moeg,

[ s bt B accirs: Spcnis
Hreyre

[ 3-2-8  FAH4E

LA AR NE A BRI S G EAALT R A 0058 =20 AR U 2B R
[/ AT LS R A

(9) fig 247 .

MBSA ANHAELL GUIT H M iz 17, i GE1E A 2 48 /R A7 T isf7. AT HZH H R T
mbsacli. exe SCAFHLAESE B . mbsacli. exe SUAFAAUERHE T F2 5 L R B9 S8 01 Bk SCHF
PR 1 A

—FhJE MBSA $R1ER) Ay 21715 15 458 B) “mbsacli Z2 8074 . Em SR Tis
A1*mbsacli /77 (UG5 NI SCF) A 0] DL B oR FEA R B . 75— F 2B gl T
¥t T H HFNetChk 894y 21715 ¥ 454, Bl “mbsacli /hf S 507# 2L, 8 17 “mbsacli /
hi/ 27 (OG5 B SCFO) a4 7T DL R R IR AR B .

mbsacli. exe i 8 H T2 A PR BE v, g 2 B4R C bat 3. emd SCfF) \WSH JiIA
C.ovbs 5. js SCUO A, 8 b X LERA B T . 455 Windows £ 4t i HoAh Dy g Can i+ 24T
557 itie) S 5E 5L BT TS ALY 2 3G 4 .

B




% 3= [y

IEAh 2 MBSA [ %3 H 5t R i A WA SCAR SO 48 B ATk g 2 il MBSA (9 434
SUR X |

services. txt L& T MBSA L 19 ik 55 CWLIE 3-2-9) . BRINE S MSFTPSVC,
TIntSvr,W3SVC Fl SMTPSVC Iz 45 . % (sl M B ik 55 45 7T DL il MBSA #47 (8 2
W) XoF 2% IR 55 A A U

B servesiwt - 2HE o =] 5

D RSE B0 FEY W

Services included in this File will be checked during scans and =]
listed in the resulting security report. The status of each service
{stopped or started) will be listed in the Results Details page in
the repert. When editing this list, include the service name For
each service you wish to be scanned on a separate line.

The service name can be found by looking at the Properties for

the service in the Services Control Pamel applet.

HEF TPSUC

TintSer

WASHE

{SHTPSUC

A 3-2-9  HMMIR S

NoExpireOk. txt {42 & 7 MBSA RN 9 Ik f* 4, 40 TUSR _ « \IWAM _ % |
SUPPORT_ * ,SQLDebugger £, 1 [& 3-2-10 ff7n. MR (B D WK 5 44 0] DL MBSA
BN (B 22006 X K B ARG

(10) VEREHI,

P NofxpireOictxt - PR .m!’
XHE REE 820 FEY Bho
* fccount names listed in this file will not be =]

reported as potential security problems in the
Password Expiration test. IF the name ends with
an asterisk (=) then all accounts with that

* initial string will not be reported.

ficcount names are not case-sensitive

IUSR_=

TWAM_»

SUPPORT_=

SMSCliwe

ACTUSEr

ASPNET

SQLDebugger

HelpAssistant

TSInternetUser

K 3-2-10 HEHIK=

MBSA R4 F o AR A 0 e rbad i 20 DL R J
@O MBSA X} Windows,Office IIS ZF 3 {4 47 A9 9 H5 G 45 LLF P A

0%}
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o AT RIEAM U LR ST T AWECE . I IS BiE TRERE
1. XA R G RBE R AR T NTFS #5455,

o “HURTHR R AR UL F IR WA T R AN TR

@ MBSA $UAT B9 2 3000 8 19 “ BEE A7 B I #5 A4 5 Windows Update 5 S
A S SR T AN 2 A A R BT A ST T H MBSA R 2 B 3h 2 B W
TERESE . & IR AR SR A TE

® MBSA Z3F IE M HE I &89, r A E =47 MBSA 752 Internet Explorer 5. 01 L
AT HTE B ET A B E AR 2 5 MBSA 11517 .

@ BT 5 AR R 22 A R 2 LA A s PR A 3 ] i 1 SO e v, PR 25 B 1
PR T AT & R S ALY T R BT e . BT LA BON 2 A et 3 AT A B CAnFT B 45 £ 3 K
L H SRE) R BIEMBR SecurityScans SCF e v Y B A S - LA BT 9 AR

BZ R T H RN R G 4 BR T 4 2% 22 A W 4P BROPE CAn % 5 BRPF L Bl K s 25
A o BBt 2 B Pl Ah T R T R AR E Y . (05 A BEHE MR LD TR T I IR A A W7
] T MBSA giml DLANE G — 5 &, 1 H MBSA B A H Al 7] 28 4k T vk L i i
A BR T EKE A Windows AU 38 BEAG I Office IIS 45 sk 7= b (1 s T . e L4 P
Windows 2000/XP/2003 f) T #iz Ffh » A1 e Al i 3+ 5000 rb B 0 T i A 22 42 B L S
FUERN DI s LA 2 2k

MR BR T MBSA Z4h, ik A AR 2 A 9 a3k 5 3 R 4 T H (il HFNetChk,
LANguard Network Security Scanner Z5) , B 1A I EEWAR S A A X880 7] A —i .

[

3.2.8 SLIGE*E

(1) Windows #2/F 2 455 WL A 24 T B0 55 R 48 7 1 2
(2) B TEAL 5 %2 4K ) X BB R &4

3.3 Bl 5%

ZEA AL, 8 i), BRI,
3.3.2 SLIEHEM

PR LM B LN OEAR BRI R REEN T HRZ —, B
ARAELRAPE 822 42 75 T T RS 04 1 A 300 A (R e £ 6L RO IL 28 M 8040 5 B 1 L 0 T S R 1
T FECT 2 2 U AR o T8 I S50 o fol 2 A B 02 Tty LA 0] R A AR A A X B o
PR IF ECDAIE Bl 25 4 0 5 1) A5 5 B B 1k ) A R A B i B L B 8 T 4
I T 3 5 A i R AR 5 A S B 7 FH [ A e 5 65 20 BT ) R
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